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INTRODUCTION

1- INTRODUCTION

The LabCollector Web Service Application Programming Interface (API) allows

third-party applications to interact with LabCollector's database (modules) and add-
ons (ELN and LSM).

The APl is based on a Representational State Transfer (REST) architecture allowing
access to resources through Uniform Resource Identifier (URI) and actions on them.

Note: Since June 2017 API v1 was discontinued and all new evolutions are in APl v2.
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LABCOLLECTOR API

2- LABCOLLECTOR API
2-1. APl setup

First of all, you have to declare your application in your LabCollector software.
To access the application declaration setup form, log-in to LabCollector with super-
administrator rights and go to Admin > Setup page. Then select the Web Service API link.

)tl..‘ Setup Categories

(//’ Login and LDAP option El General settings, logo, modules names, etc

[ Proxy, Tasks Scheduler and Email 45| Export Setup & Models
(= Label network printers @Upload!.&dd.&ddons
@ Rack Scanners Q Home page External links

) Web Services AP| “ E) RssS feeds

You are now on the Web Service API applications management page. To declare a new
application, simply complete this form:

) web Services APt

Define a new application:

Application 1P Restriction
Name: Default operator. | Select Contact ] O ves O o
Modules connected to this application:

[ Strains & Cells O Piasmids [ Primers [ Reagents & Suppies ] Samgles [ Antiodies [ Sequences

O Animats O Equpment [ Chemical Structures [ pocuments [ Address Book O Microarrays O Cilone banks
[ test pharma [ serverLc [ Parsed data [ Analysis [ storage test [ Deviation module LSM L] Hirondele:

[ sampie ref

e Name: name of your application.

e Modules connected to this application: select modules in which the
application can access.

o  Default operator: select the contact that will be the default operator if you
don’t want to insert this information in each request.

IP Restriction: security option that allows you to declare a list of IP addresses,
which will be allowed to perform requests on the API.

The Application list shows all the applications for your LabCollector and you can, at any
time, modify their scope.

You have also access to the Token which is necessary to identify your application during
requests to the API.
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LABCOLLECTOR API

Application Used Modules 1P Restriction
Name: ICollector [ Strains & Cells O Plasmids
— T - O F‘f|mers [ Reagents & Suppiss
aperator. ] Samples [ antisodies
Token:  1eb2b363bbcedbde 1 ddedle! TU25%04202b062569800erBSc T1e 19110300 | | Sequences (3 animas
- ] Equipment [ chemical Structures
i ) Oocuments 1 Actres Bock Oves ® 1o
Regenerate token [ Microarays O clane banks
[ test pharma [ serverLc
[ Parsed data O Analysis
[ storage test [ Deviation madule LSM
[ Hirondelle [ sample ref

Note: To use this feature, you need to activate Curl on your PHP preferences.

In Linux, install the PHP-Curl package.

On windows and with our automatic installer, edit PHP.ini and uncomment extensions
for Curl (extension=php_curl.dll).

2-2. Requests

The dialog between third-party applications and the LabCollector web service API is
based on the HTTP 1.1 protocol.

2-2-1. APl Method

You can send HTTP or HTTPS requests to the web service with a method to act on a
resource.

e  GET method for reading a resource

e POST method to create a new resource

e  PUT method to modify a resource

e  DELETE method to delete a resource

2-2-2, Headers

A request to the API requires some specific HTTP/HTTPS headers:
e The Accept header defines the desired response format of your request,
text/XML (default), or application/JSON.

e  The X-LC-APP-Auth header where you put your application token which is
necessary to authorize your request to the API.
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e The X-LC-APP-Charset header defines the character encoding of your
application. It allows the API to send back the response with the appropriate
encoding and to correctly convert your POST and PUT requests to the
LabCollector's character encoding (ISO 8859-1).

2-2-3, Tool

You can try to retrieve data from or send data to the API with some software app as
Postman (https://www.getpostman.com/).

2-3. Uniform Resource Identifier (URI)
2-3-1. GET method

Each LabCollector module data is identified by a unique URI (see annex for a complete
list of module's URI):

[PATH TO LABCOLLECTOR]/webservice/v2/[MODULE]

This request replies the list of all data in a module.

You can do searching into module data by adding parameters to your URI. You can pass
a parameter with a keyword matching a field value, like:

[PATH TO LABCOLLECTOR]/webservice/v2/[MODULE] ?name=[KEYWORD]

e.g.
[PATH TO LABCOLLECTOR]/webservice/v2/[MODULE] ?name=First%20Record

This request returns the records where their name value contains the “First Record” keyword.

They are some custom parameters that the API uses to perform searching and filtering
actions:
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LABCOLLECTOR API

e  The record_id parameter to specify data by its ID:

e  The by_keywords parameter performs a keyword search:

e  Thefields parameters, If you want to retrieve only some fields values in the API
response:

The request accepts now multiple values separated by a comma, for custom fields of type
"select"
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http://localhost/lab0/webservice/v2/samples?select_|ist=68,69

GET - http://localhost/lab0/webservice/v2/sampled |
Params @ Authorization Headers (2) Body Pre-request Script
Query Params

KEY VALUE
select_list 62,69
Key Value

Body Cookies (1) Headers (14) Test Results

Pretty Raw Preview XML + 5

1~ <samples>|
2 <datafE@</datar
56+ <datafE@</datar

183  </samples:

Tests

Cookies Code

DESCRIPTION

Description

Status: 200 OK  Time: 230 ms  Size: 283 KB

e  The search_on parameter allows you to search for data. And you can use it to
search by date range as follow:

GET -
Porams ®  Authorizston  Hesders (13)  Body @
Query Params
K
v
8 mocue
8 el
search_on
from
©
Key
tody Cookies (1) Headers (13)  TestResuls
Premy  Raw  Preview  WVisualze ML v
1 cstratnss
2 cdato>
B <count31¢/counts
2 <nenersirainic/nane>
s /aats
§ fecated]
7 <count35e/counts
] <nenersiraindc/nane>
9 /dats

Pre-tequestScript  Tests  Settings
vALUE

2

strains

councname:

date_updaczd

2020-01-30 10:00:00
2020/00/00

Value:

OEsCRIPTION

Description

Status: 2000K  Time: 268m
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e The sort_by parameter allows you to sort your search:

e  The limit_to parameter allows you to limit the number of results:

The API also returns two custom fields in the header response, “X-LC-QUERY-RESULT”
containing the number of results returned in the body response and “X-LC-QUERY-
TOTAL” containing the total of records matching your search.

Each record also has a unique URI:

You also have Tube Sorter filtering functions:
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GET A

hetp:/s -

/webservicelindex.php?v=2&action=tube_sorter@box_id=463

Body Cookies (1)

Pretty Raw

i

Headers (14)  Test Results

Preview SON v

"count": "7384",

“unique_code™:

“api_storage_type":

volumet:
"volume_unit": “mL",
“module_name”: “Samples”,

“module_short_name”: "SP",

“drawer™: "Fleating”, ¢

"locatio plasmidColl
“facility": "myTestCollectionl”
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Other search parameters to action=tube_sorter can be:
e  location_id
e Jlocation_name
e facility_id
e facility_name
It will return empty boxes as well.

e  The action getLot allows retrieving lot and reagent info

Optional parameters are lot_id (in format 1 or 1/LT) and chem_id. If it doesn't receive
parameters, then it retrieves all active lots.

e The storage_sec parameter allows retrieving information about secondary
storage.
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http://localhost/lab0/webservice/index.php?v=2&action=getLot&chem_id=2
http://localhost/lab0/webservice/index.php?v=2&action=getLot&chem_id=2

» LC local secondary storage information

GET ¥ | hapifflocalhostiLab_5_422fwebservice/index.php?=:

. Headers (10)

X-LC-4PP-Auth
Accept

=

» Temporary Headers (7) @
Body 1 14)

Precty Mo S
lasmids>

<datar
<count>4</count>
<stara; >

</datar
3 </plasmids>

2-3-2, POST method

LABCOLLECTOR API

VALUE

2ad

35b2ff2ab6b0ac3649cc53€08

text/xm

To create a new resource, simply send a request with the POST method to the desired

module URI:

[PATH TO LABCOLLECTOR]/webservice/v2/[MODULE]

Your parameter keys have to match the field’s name.

Check for uniqueness fields have been added, when creating new records (POST) or

update (PUT)

If exists a different record with the same value for a field Uniqueness, APl will not
complete the action and will return code 409 (Conflict), and the text: Value for field 'XXX'
must be unique. Value 'YYY' already exists in table 'ZZZ'. (see screenshot)
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http://localhost/lab0/webservice/v2/strains

POST b hutpz/flocalhost/lab0/webservice/v2/strains “

(2) Body @
none ® form-data x-www-form-urlencoded raw binary
KEY VALUE DESCRIPTION L
name new_strain
unico abc
Body (1 (12) Status: 409 Conflict Time: 365ms  Size: 552 B
Pretry XML Yy

1 Value for field unico must be unique. Value 'abc’ already exists in table 'strains’

e  The action addBox allows you to create a box

[PATH_TO LABCOLLECTOR]/webservice/index.php?v=2&action= addBox

- Required parameters:

o name
o type (must be a valid type: box, box_nogrid, plate, microplate, visotube, bag,
shelfpart)

o equipment (supports id or name and must exist in LabCollector storage).
o size (depends on the type of box: should be numeric for a visotube, and the
format (A:1.H:8) for a box, a plate, and a microplate)
- Optional parameters:
o description
o rack
o keeper
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2-3-3. PUT method

To modify a resource, simply send a request with the PUT method to the desired record
URI:

[PATH TO LABCOLLECTOR]/webservice/v2/[MODULE]/[DATA ID]

Your parameter keys have to match the field’s name you want to modify.

For the following actions, note that for PUT request, parameters must be on the body
(notin URL).

The URLis [PATH TO LABCOLLECTOR]/webservice/index.php?v=2

The headers are: X-LC-APP-Auth, Accept.

e  Remove Volume
- Parameters:
o removeVolume (mandatory)
o barcode, unique code or aliquot barcode (one of them must be
present)
o quantity (mandatory)
- Response: OK

. Remove Storage
- Parameters:
o removeStorage (mandatory)
o barcode, unique code or aliquot barcode (one of them must be
present)
- Response: OK

e  Add Registry Book
- URL:
[PATH TO LABCOLLECTOR]/webservice/index.php?v=2&module=[mod
ule]
- Parameters:
o addRegistryBook (mandatory)
record_id (mandatory)
date (mandatory, format yyyy/mm/dd or yyyy-mm-dd)
comments (mandatory)
operator (optional, if it does not send the API default operator will be used)

O O O O
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o action (optional, must be a valid 'Storage Action Type' defined in LC >Admin

>Preferences > Process & Actions Type)
- Response: OK

e  Add Secondary storage
- Parameters:

o addSecondaryStorage (mandatory)
barcode (mandatory)
box_id (mandatory)

o O O

box_details (mandatory only for the box with grid divider, tube tray, and

microplate. If the box is without grid, a bag, a visotube or a shelf part, it is not

required)

unique_code (optional)
volume (optional)
comments (optional)
cap_color (optional)

O O O O

Note: An error message is returned if mandatory parameters are not present; if the
barcode does not exist; if the unique_code is present, but it isn't unique; and, if the color

is present but it doesn't exist.

If the parameter box_details is not received and the type of box needs position (box with

grid, tube tray, or microplate), an error message is returned.

PUT v | hop fwebservice/index.php?v=2

. 11 Body ®
BETA

nene form-data @ x-www-form-urlencoded raw binary GraphQL

KEY VALUE

test_camil_by_api_3
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LABCOLLECTOR API

hrp:fflocalhost/labeollector-5.5/webservice/index.php?v=2

PUT v
[ ] (11) Body @
nene form-data @ x-www-form-urlencoded raw binary GraphQL BETA
KEY VALUE
addSecondaryStorage 1
barcods 1/ST
box_id 3
Body ) (1
Pretty L XML v =

1 Positien

2-3-4.

To delete a resource,
record URI:

in required for this type of box. Please, provide a value for box_details

DELETE method

simply send a request with the DELETE method to the desired

[PATH TO LABCOLLECTOR]/webservice/v2/[MODULE]/[DATA ID]
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3-LSM API

3-1. Available methods in LSM web service

Note: URL works with HTTP and HTTPS

3-1-1. Jobs

e  Method: GET
e URL: [PATH TO LSM]/webservice/index.php?v=2
e Optional parameters:

o datefrom

o dateto

o jobid
o sampleid
o assayed
o status (by default only jobs in progress are returned, use status=all to
view all the jobs)

GET v b ra_modules/lsm/webservice/index.php?v=2 “ Save

Params ® (11 .

Query Params

KEY VALUE DESCRIPTION LLL} Bu
2
Body 1 (7 Status: 200 0K Time: 384ms  Size 10674KB  Save Respo
Pretty XML v =3 ]
1 debsy
2 <job id='491" name='28200109-883' barcode=']491" date="2028-81-89' status="In progress' reguester='22' reguestername='Claire
Requester' user="1' username='Super Administrater’>
3 <parameter id 42" v »</parameter>
4 </job>
5

<job id='488" name="20208105-202' b e='1488" date='2020-81-86' status='In progress’' reguester='29"
r username='Super Administrator’>
ameter>

e
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LSM API

GET v _modules/ Vwebservice/index.phpv=2&status=all&samplestatus=Received&samplestatusdatefrom=2019-10-
08&samplestatusdateto=2018-10-10|

Params ® 10) 0

Query Params

KeY VALUE DESCRIPTION
2

status all

samples Received

samples

2018-10-08

samplesta

<IN RN<M<]

2019-10-10

Body 5 Tir
Prety XML =
24 <sample id='1291" name='GH-15786@6628581" barcode='51291" comment='" lc_link='' stetus='Received' statusdate="2019-18-@9 89:59:39'>

3-1-2. Equipment

e  Method: GET

e URL:[PATH TO LSM]/webservice/index.php?v=2&getEquipmen
tList=1
e  Optional parameter: id

3-1-3. Assays

e  Method: GET

e URL:[PATH TO LSM]/webservice/index.php?v=2&getAssayLis
t=1
. Optional parameter: id

3-1-4. Categories

e  Method: GET

e URL[PATH TO LSM]/webservice/index.php?v=2&getCategoryL
ist=1

e  Optional parameters: id
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3-1-5. Sample types

Method: GET

URL: [PATH _TO LSM]/webservice/index.php?v=2&getSampleTy
pelist=1

Optional parameter: 1d

3-1-6. Parameters

Method: GET
URL: [PATH _TO LSM]/webservice/index.php?v=2&getParamete
rList=1
Optional parameters:
o 1id
o level (level=) returns job parameters, level=S returns sample
parameters, level=A returns test parameters)

3-1-7. Requesters

Method: GET

URL:

[PATH _TO LSM]/webservice/index.php?v=2&getRequesterLi
st=1

Optional parameter: id
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GET http:/flocalhost/lab/extra_modules/lsmiwebservice/index.php?v=28&getRequesterList=1
Headers (3)
Key Value
X-LC-APP-Auth 83b3f2d1287ac10a050268f8b46600957
Accept text/xml
H-LC-APP-Charset 150 8859-1
Body (7)
Pretty XML

1~ Kreguesters:
2~ <requester id='1' code='" name='Regl’ taxNumber="'>

3-1-8. Create requesters

e  Method: POST
e URL:[PATH TO LSM]/webservice/index.php?v=2
e  Required parameter: create

Example of create:

<requesters>
<requester code='ROl' name='Requester from API'
taxNumber='12346789"'>
<billing address='One street' city='City'
state='State' country='US' zip='99999"'
phone="'555123123" fax='555123123"
contactFirstName='Jane' contactLastName='Doe'
contactEmail="'jane@gmail.com' ></billing>
<shipping address='One street' city='City'
state='State' country='US' zip='99999"
phone="'555123123" fax='555123123"
contactFirstName='Jane' contactLastName='Doe'
contactEmail="'jane@gmail.com' ></shipping>
</requester>
</requesters>
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POST hrtp://localhost/lab/extra_modules/lsmiwebservice/index.php?v=2

(4) Body ®

form-data  '® x-www-form-urlencoded raw b

5
o

Key

B oot

Body @

Pretty XML

stName='"lane’

3-1-9. Create job

e  Method: POST
e URL:[PATH TO LSM]/webservice/index.php?v=2
e  Required parameter: create

Example of create:

<jobs>
<job number='XP-001' requester='1l'>
<parameter id='l' value='text'></parameter>
<sample name='sampleOl' type='l' comment='notes'>
<assay id='l'></assay>
<assay 1id='2'></assay>
</sample>
</job>
<job number='job-api-007' requester='21"
project="Test new project code">
<parameter id='242' value='text'></parameter>
<sample name='job-api-007-samplel' type='1l"
comment="notesl'>
<parameter 1d='247' value='Female'></parameter>
<assay id='l'></assay>
<assay id='2'></assay>
</sample>
<sample name='job-api-007-sample2' type='1l"
comment="notes2'>
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<parameter 1id='247' value='Male'></parameter>
<assay id='l'></assay>
<assay 1d='2'></assay>
</sample>
</job>
</jobs>

Multiple jobs and multiple samples are allowed.
Attribute Requester supports id or text.
Attribute project supports id or text.

POST v | httpi//dev.agilebio.com/neosoft5421/extra_modules/lsm/webservice/index.php?v=2
. 11) Body ®
none form-data @ x-www-form-urlencoded raw binary GraphQL
KEY VALUE
create <jobs>

<job number="job-api-D06' requester="21" proj
<parameter id="242" value="text'></param
<sample name=job-api-006-sample 1’ type:

Body 1 {7 comment="notes1">
—— <parameter id="247"v.
<assay id="1"»<
d="2'></assay>

lue="Fernale'></parameter>

Pretty ML Y S
</sample>
<sample name=job-api-006-sample2’ type="1"
comment="notes2'>
<parameter id="247' value='Male'></parameter>

</job>
<fjobs>

3-1-10. Save results

e  Method: POST
. URL: [PATH TO LSM]/webservice/index.php?v=2
. Required parameter: result

Example of result:

<assays>
<assay uniqueid="1223">
<result><parameter id="34" unit="mg"
value="123"/><parameter 1d="35" unit="ml" value="456"/>
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</result>
</assay>
</assays>

3-1-11. Invoices

e  Method: GET

e URL:[PATH TO LSM]/webservice/index.php?v=2&getInvoiceL
ist=1

e  Optional parameters:

o id

o datefrom

o dateto

o status

o format (CSV | lIF)

3-1-12. Upload files

e  Method: PUT
e URL: [PATH TO LSM]/webservice/index.php?v=2
e Required parameters:

o upload

o file

o uniqueid (identifier of job-sample-assay)
e  Optional parameters: supports parameter id or name
. Response: OK 200

3-1-13. Link sample to module

e  Method: PUT

e URL: [PATH TO LSM]/webservice/index.php?v=2

e  Required parameters:
o sampleid (identifier of the sample) or samplename
o module (module name or short name)
o recordid (identifier of record in the module)
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e  Response: OK 200

3-1-14. Update sample

e  Method: PUT
e URL: [PATH TO LSM]/webservice/index.php?v=2
e  Required parameters:
o sampleid (identifier of the sample, supports multiple ids separated
by a comma) or samplename
e  Optional parameters:
o shipmentstatus (supports the following numbers or labels:
0|Submitted, 1|In transit, 2| Received, 3|Returned)

o name
o type
o  batch

* Note: sampleid supports multiple ids separated by a comma.

PUT v | hup:// I /=xtra_modules/lsmiwebservice/index.php?u=2
[ ] (11) Body @
none form-data ® x-www-form-urlencoded raw binary GraphQL
KEY VALUE

sampleid 1536
= sender Male

batch baxc-0123
Body 7

Pretty XML - 5
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PUT v | hupi/fdev.agilebio.com/neosoft5421/extra_modules/lsm/webservice/index.php?v=2
[ ] 1 Body @
none form-data ® c-www-form-urlencoded raw binary GraphQL

samplename

shipmen

Body

Pretty XML - =

3-1-15. Update sample status

e  Method: PUT
. URL: [PATH_TO_LSM] /webservice/index.php?v=2
e  Required parameters:
o sampleid (identifier of the sample, supports multiple ids
separated by a comma) or samplename
e  Optional parameters:
o  status supports the following value: started | completed | approved
startedby (valid User ID in LSM)
startedon
completedby
completedon
validatedby
validatedon
e  Response: OK 200

O O O O O O

* Note: the datetime fields are in the form of YYYY-MM-DD hh:mm:ss.

** Note: If the status is set to ‘started’ and the parameters Startedby, startedon,
completedby, completedon, validatedby, validatedon are not received, the default
operator selected in AP settings or the current date will be used instead.
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PUT v | hupli fextra_modules/lsmiwebservice/index.php?v=2

Params @ Autharization Headers (13) Body ® Pre-request Script Tests Semings

none form-data @ x-www-form-urlencoded raw binary GraphQL
KEY VALUE

sampleid 56

status completed

completedby 2

Body Cockies (1) Headers (11)  TestResults

Pretty Raw Preview Visualize XML - 5

1 oK

3-1-16. Start a batch

e  Method: PUT
e URL: [PATH TO LSM]/webservice/index.php?v=2
e  Required parameters:

o batch (batch name)

o startedby (user id valid in LSM (or 1 for super admin)
e  Optional parameters:
o  startedon

3-2. Authentication

One HEADER parameter is mandatory:
e  Key: X-LC-APP-Auth

LSM API

e  Value: The token you can view/generate in LabCollector > Admin > Others

> Setup > Web services API
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4- ELN API

4-1. URL

. URL: [PATH_TO_ELN] /webservice/index.php?v=2
e  HEADER PARAMETERS:

o0  X-LC-APP-Auth

o  Accept=application\json or Accept = text\xml

Note: URL works with HTTPS and HTTPS

4-2. GET

Recover data of books, experiments & pages.

e  Mandatory parameter: UID (user identifier), supports numeric value or string
value (=login). Example UID=1 or UID=admin

e Optional parameters:

o Bookid: bookidentifier, example: bookid=1

o Datefrom: books created after of, example: datefrom=2010-01-

01

o Dateto: books created before of, example: datefrom=2016-01-01

e  Action and examples:

- action= getBooks

[PATH _TO_ELN]/webservice/index.php?v=2&UID=1&action=getBo
oks

- action= getExperiments
[PATH_TO_ELN]/webservice/index.php?v=2&UID=1&action=getEx
perimentsé&bookid=1

- action= getPages

[PATH _TO ELN]/webservice/index.php?v=2&UID=1&action=getPa
gesé&experimentid="7

- action= getPagelmages

[PATH TO ELN]/webservice/index.php?v=2&UID=1&action=getPa
gelmagesé&pageid=3

- action= getPageContent

[PATH TO ELN]/webservice/index.php?v=2&UID=1&action=getPa
geContent&pageid=>58
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Note: field page_img_status means if the page has an image or not: '1' means the
page has an image, '0' means the page has not an image

4-3. POST

Create or update pages and send images and/or content

e Mandatory parameter: UID (user identifier) example UID=1
e  Optional parameters:
o image:image file -form data-
o content: htmlcontent
o pageid: page identifier, example: pageid=134
o experimented: experiment identifier, example: experimentid=8
o

name: page name, example: name=page from api

Note: If the page is not created you can also create page, leaving out parameter
pageid and adding parameters experimentid and name:

e  Response: the response is formatted as JSON or XML (not just a text OK),
example:

{
"@attributes": {
"message": "OK"
}
}

4-4. Examples

- To create a new page, use parameters: experimentid and name and optionally
content and/or image.

- To update an existing page, use parameters: pageid and optionally content
and/or image.
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APl ERROR MESSAGES

Response .
M D t
essage code escription
'Requires application 401 The request either does not

authentication to access the
Web Service'

'Invalid Action xxx’

Missing Search Parameters!

'Module “XXX" does not
exist!'

'Module "XXX" does not share
this data!'

‘The format of the request is
not accepted!'

(Empty)

'No data found.'

'OK.'

Unauthorized

400
Bad Request

400
Bad Request

400
Bad Request

403
Forbidden

415
Unsupported
Media Type

406
Not
Acceptable
404
Not Found
200
OK

have the header parameter X-
LC-APP-Auth or does not have
a valid value

Parameter action has a
different value to ‘tube_sorter’
or ‘getBackup’

The request contains the
parameter Action=tube_sorter
but it is missing at least one of
the following parameters:
box_id, box_name,
record_name, unique_code,
barcode, aliquot_barcode

The value of the parameter
‘module’ is not a LabCollector
module

The value of the parameter
‘module’ is not checked on
LabCollector > Admin > Setup
> Web service

The parameter Accept is used,
but the value is not one of the
accepted values:
application/XML or
application/JSON

The method must be one of
the following: GET, POST, PUT,
DELETE

No data found with this
request’s parameters

Record updated successfully
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'Conflict.'

'No organisms value for this
module’

'No categories value for this
module’

'Webservice requires user
authentication'

'Your IP is not allowed to
access this Web Service'

'Error during your request, the
following information is
mandatory to create a new
record: X, Y, Z'

'An error has occurred during
your request, the following
information is mandatory to
remove volume: unique_code
or barcode or
aliquot_barcode, quantity,
quantity’

'An error has occurred during
your request, the following
information is mandatory to
remove storage: unique_code
or barcode or
aliquot_barcode, quantity '

409
Conflict

404
Not Found

404
Not Found

401
Unauthorized
401
Unauthorized

400
Bad Request

400
Bad Request

400
Bad Request

200
OK

The record could not be
updated because there is a
conflict in data

Only the modules "strains",
"samples" and "microarrays"
have an organism value — you
have chosen an incorrect
module

Only the module ‘docs’ has
categories — you have chosen
an incorrect module
Deprecated

The client IP is not in the list of
authorized IPs for this
webservice (LC > Admin >
Setup > Web service)

Attempt to post new data
without mandatory fields X, Y,
z

Attempt to remove volume
without mandatory
parameters: unique_code or
barcode or aliquot_barcode,
quantity

Attempt to remove storage
without a mandatory

parameter: unique_code or
barcode or aliquot_barcode

Data requested was returned
successfully
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6- LABCOLLECTOR WEB SERVICE API - ANNEX

The URI system of the API uses a simple and clean URL. Be sure to enable the rewrite

engine from Apache to use the URI referenced in the following table.

If the LabCollector server does not support the rewrite engine please use the full URL

pattern for your request (secondary URL of each line).

URI Module Description

webservice/v2/strains .
GET List of all
webservice/index.php?v=2&module=strai Strains & Cells
ns / phe POST records
webservice/v2/strains/[DATA_ID] GET
webservice/index.php?v=2&module=strai PUT Strains & Cells | Unique record
ns&data_id=[DATA_ID]
webservice/v2/strains/customfields .
webservice/index.php?v=2&module=strai | GET | Strains & Cells 1I;|sltdof custom
ns&getModuleCustomFields=1 lelds
webservice/v2/strains/organisms List of
webservice/index.php?v=2&module=strai | GET | Strains & Cells .
ns&getModuleOrganisms=1 organisms
xzEz:::;z:;;/nzézlashmlgiﬂ&moduIe- las GET Plasmids List of all
. PPEV= P | postT records

mids
webservice/v2/plasmids/[DATA_ID] GET
webservice/index.php?v=2&module=plas PUT Plasmids Unique record
mids&data_id=[DATA_ID]
webservice/v2/plasmids/customfields .

L f m
webservice/index.php?v=2&module=plas | GET | Plasmids f.lsltdo custo
mids&getModuleCustomFields=1 lelds
webserv!ce/yz/prlmers | GET . List of all
webservice/index.php?v=2&module=pri Primers

POST records
mers
webservice/v2/primers/[DATA_ID]

L . | GET . .
webservice/index.php?v=2&module=pri PUT Primers Unique record
mers&data_id=[DATA_ID]

Li
webservice/v2/primers/customfields GET Primers ﬁl:icdc;f custom
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webservice/index.php?v=2&module=pri
mers&getModuleCustomFields=1

LABCOLLECTOR WEB SERVICE API - ANNEX

webservice/v2/chemicals
webservice/index.php?v=2&module=che
micals

GET | Reagents & List of all
POST |Supplies records

webservice/v2/chemicals/[DATA_ID]
webservice/index.php?v=2&module=che
micals&data_id=[DATA_ID]

GET |Reagents &

PUT  Supplies Unique record

webservice/v2/chemicals/customfields

webservice/index.php?v=2&module=che | GET Eeagints & ]I;ISItdOf custom
micals&getModuleCustomFields=1 upplies lelas
xzEzz::;z:ﬁnz(jzzmsle?’sv-z&moduIe-sam GET Samples List of all
PIp: POST P records

ples
webservice/v2/samples/[DATA_ID]

L GET .
webservice/index.php?v=2&module=sam PUT Samples Unique record

ples&data_id=[DATA_ID]

webservice/v2/samples/customfields
webservice/index.php?v=2&module=sam
ples&getModuleCustomFields=1

webservice/v2/samples/organisms
webservice/index.php?v=2&module=sam
ples&getModuleOrganisms=1

List of custom
GET |Samples fields
List of

GET |Samples .
organisms

webservice/v2/samples/types
webservice/index.php?v=2&module=sam

List of |
GET |Samples Ist of sample

ples&getModuleTypes=1 types
webserv!ce/yz/antlbodles  GET . . List of all
webservice/index.php?v=2&module=anti Antibodies

; POST records
bodies
webservice/v2/antibodies/[DATA_ID] GET
webservice/index.php?v=2&module=anti PUT Antibodies Unique record

bodies&data_id=[DATA_ID]

webservice/v2/antibodies/customfields
webservice/index.php?v=2&module=anti

GET | Antibodies List of custom

bodies&getModuleCustomFields=1 fields
webservice/v2/sequences GET List of all
webservice/index.php?v=2&module=se Sequences

/ php a POST q records

uences
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webservice/v2/sequences/[DATA_ID]
webservice/index.php?v=2&module=seq
uences&data_id=[DATA_ID]

LABCOLLECTOR WEB SERVICE API - ANNEX

GET

PUT Sequences Unique record

webservice/v2/sequences/customfields
webservice/index.php?v=2&module=seq

GET | Sequences List of custom

uences&getModuleCustomFields=1 fields
webserv!ce/yz/anlmals | GET . List of all
webservice/index.php?v=2&module=ani Animals

POST records
mals
webservice/v2/animals/[DATA_ID] GET
webservice/index.php?v=2&module=ani PUT Animals Unique record

mals&data_id=[DATA_ID]

webservice/v2/animals/customfields
webservice/index.php?v=2&module=ani

GET | Animals List of custom

mals&getModuleCustomFields=1 fields
webserv!ce/yz/eqmpments | GET . List of all
webservice/index.php?v=2&module=equi POST Equipment d
pments records
webservice/v2/equipments/[DATA_ID]

o .| GET . .
webservice/index.php?v=2&module=equi PUT Equipment Unique record

pments&data_id=[DATA_ID]

webservice/v2/equipments/customfields
webservice/index.php?v=2&module=equi

GET | Equipment List of custom

pments&getModuleCustomFields=1 fields
webserv!ce/}/z/structures GET | Chemical List of all
webservice/index.php?v=2&module=stru

POST | Structures records

ctures

webservice/v2/structures/[DATA_ID]
webservice/index.php?v=2&module=stru
ctures&data_id=[DATA_ID]

GET | Chemical

PUT | Structures Unique record

webservice/v2/structures/customfields

webservice/index.php?v=2&module=stru | GET ghemlcal 1|;|S|td0f custom
ctures&getModuleCustomFields=1 tructures lelas
webservice/v2/docs GET D t List of all
webservice/index.php?v=2&module=docs | POST ocuments records
webservice/v2/docs/[DATA_ID] GET
webservice/index.php?v=2&module=docs PUT Documents Unique record

&data_id=[DATA_ID]
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webservice/v2/docs/customfields List of custom
webservice/index.php?v=2&module=docs | GET Documents field
&getModuleCustomFields=1 lelds
webservice/v2/docs/categories List of
webservice/index.php?v=2&module=docs | GET | Documents .
&getModuleCategories=1 categories
webservice/v2/abook .
webservice/index.php?v=2&module=abo GET Address Book List of all

ok POST records
webservice/v2/abook/[DATA_ID] GET
webservice/index.php?v=2&module=abo PUT Address Book | Unique record
ok&data_id=[DATA_ID]

webservice/v2/abook/customfields List of custom
webservice/index.php?v=2&module=abo | GET | Address Book field
ok&getModuleCustomFields=1 1elds
webservice/v2/abook/categories List of
webservice/index.php?v=2&module=abo | GET |Address Book .
ok&getModuleCategories=1 Categories
webserv!ce/yz/mlcroarrays | GET . List of all
webservice/index.php?v=2&module=micr POST Microarrays d

oarrays records
webservice/v2/microarrays/[DATA_ID]

o .| GET . .
webservice/index.php?v=2&module=micr PUT Microarrays Unique record
oarrays&data_id=[DATA_ID]
webservice/v2/microarrays/customfields .
webservice/index.php?v=2&module=micr | GET | Microarrays 1I;|s|tdof custom
oarrays&getModuleCustomFields=1 lelas
webservice/v2/microarrays/organisms List of
webservice/index.php?v=2&module=micr | GET | Microarrays .
oarrays&getModuleOrganisms=1 organisms
webservice/v2/[CUSTOM_MODULE_NAM
E] GET |Custom List of all
webservice/index.php?v=2&module=[CU | POST | Module records
STOM_MODULE_NAME]
webservice/v2/[CUSTOM_MODULE_NAM
E]/[DATA—ID.] GET |Custom .
webservice/index.php?v=2&module=[CU PUT | Modul Unique record
STOM_MODULE_NAME]&data_id=[DATA odule
_ID]
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webservice/v2/[CUSTOM_MODULE_NAM
E]/customfields
webservice/index.php?v=2&module=[CU | GET
STOM_MODULE_NAME]&getModuleCust
omFields=1

Custom List of custom
Module fields
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